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Leibniz Supercomputing Centre (LRZ) 

‣ Data center for all Munich HEIs 
‣ 130,000+ users 

‣ Comm. network spawns 550+ buildings 

‣ 100+ PB file servers/backup/archive 

‣ National HPC center 
‣ Flagship: SuperMUC, 3 PetaFlop/s 

‣ Large Linux cluster (9,396 cores) 

‣ Gauss Computing Centre member 

Photo: Ernst A. Graf, 2012 
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Overview 

‣Motivation 

‣ for security knowledge management 

‣ for a template-based approach 

 

‣ The LRZ security concept template 

‣ Design process 

‣ Selected content 

‣ Management workflow 

 

‣Ongoing work 

3 



EUNIS 2013 Security concept documentation template 4 

Categories of security controls 
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Examples for these categories: 

(Implicit) documentation often exists, 

e.g., slides and participant list of trainings 

Knowledge often hidden inside  

administrators’ heads, configuration files, ... 
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Documenting security is... 

‣ ... useful for an organization as a whole: 

‣ Holiday replacements, employee turnover, ... 

‣ Supports security team in emergency cases 

‣ Required by industry partners, for certification, ... 

‣ Demonstrates security knowledge and commitment 

 

‣ ... often challenging: 

‣ Writing documentation is tedious and time-consuming 

‣ “Where do I start and what do I put in there?” 
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A template-based approach 

‣ Desired benefits: 

‣ Bidirectional knowledge transfer: 

‣ Make administrators think about security 

‣ Provide security team with necessary information 

‣ Efficiency: 

‣ Reduce the time required to write documentation  

‣ Uniform structure simplifies information extraction 

 

‣ Risks to be aware of: 

‣ Documentation is no replacement for security training 

‣ Generic templates cannot cover service-specific aspects 
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How we created the template 

Interviews with LRZ security 

team 

Interviews with LRZ 

administrators 

Existing LRZ  

security concepts 

Literature:  

scientific papers, 

various web sources 

Standards / good practices:  

ISO/IEC 27001, ITIL v3, 

BSI IT base protection 

Ideas and material for template‘s content and structure 

usage is  

mandatory for new 

services and servers 

practical application 

feedback 

Consolidation in 

several iterations 

LRZ security concept 

documentation template 

Management approval  

and commitment 
+ 



EUNIS 2013 Security concept documentation template 9 

Template content overview 

‣ Document structure: 

‣ Metadata, introduction 

‣ Security overview 

‣ Implemented security 

controls and their 

configuration 

‣ Process interfaces 

http://git.lrz.de/secdoc 



EUNIS 2013 Security concept documentation template 10 

Content 1/4: Metadata, introduction 

‣ Document metadata 

‣ not security-specific 

‣ author and version 

information 

‣ authoritative storage location 

 

‣ Introduction 

‣ purpose of the template 

‣ typographic conventions 

‣ where to extend,  

what to skip eventually 
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Content 2/4: Security overview 

‣ Service description 

‣ Contact information 

‣ Server information 

‣ Software details 

‣ Data classification 

‣ Service dependencies 

‣ Service criticality and 

usage 

‣ Service-specific risks 
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Content 3/4: Security controls 

‣ Software updates (OS/service) 

‣ Dedicated security software, e.g. 

‣ anti-virus / anti-malware 

‣ denial of service countermeasure 

‣ Identity & access management 

‣ Network security, e.g., firewall 

‣ Data availability and privacy, e.g. 

‣ backup and recovery plan 

‣ log file management 
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Content 4/4: Process interfaces 

‣ Further information: 

‣ Related documents and  

relevant web links 

‣ Do’s and Don’ts for the  

security team 

‣ Continuous improvement: 

‣ Past security incidents  

‣ Known weaknesses 

‣ Planned improvements 

‣ Implementation: 

‣ Responsibilities 

‣ Required effort 
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Management workflow 

Start 
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‣Web application 

‣ Central storage 

‣ Workflow support 

‣ Dynamic forms 

‣ Statistics 

‣ Export in various  

‣ formats 

‣ details 

(enable optional inter-organizational sharing) 

 

‣ Discussion in regional and national working groups 

‣ Continuous improvement based on feedback 

Ongoing work 

15 
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Conclusion 

‣Our security concept template is... 

‣ ... small but nice for security knowledge management. 

‣ ... by no means exhaustive, but a good start. 

 

‣ PDF available at http://git.lrz.de/secdoc 

‣Web application will be released as open source 

 

‣We welcome any feedback!            secdoc@lrz.de 

‣ How to make the template more intuitive the use? 

‣ Which additional topics should be covered? 

‣ Do you use a fundamentally better/different approach? 


