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You are leaking metadata!

Asbjern Reglund.com Thorsen
10.06.2016 EUNIS, Thessaloniki
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About me

Work as head of group at FSAT in Norway
Penetration tester since 2008
Background in programming

Security enthusiast
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Goal of this talk

Make you aware of metadata
Show what a hacker can use metadata for
Make you check your own metadata

Maybe after this talk you will change your
routines regarding washing documents of
metadata®?
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What is metadata®?

e Data about data

e Greek: meta- (peta-) meaning "after", or
"beyond")




“METADATA:
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Why metadata matters

*..They know you rang ajphone:sex service at 2:24
am‘and spoke for 18 minutes. But they don’t
know what you talked about

 They know you called the suicide prevention
hotline from Golden Gate Bridge. But the topic
of'thee call remains a secret.

o They know you spoke with-an HIV testing
service, then your doctor, then your‘health
iInsurance company in,the same hour. But they
don’t know what was-discussed.

Source: 30C3 Electronic Frontier Foundation




Metadata findings

Usernames

Mail addresses
Passwords
Printers

Software versions
GPS coordinates
Dates

Author

Camera type
Rotation
Computer names
And much more..

https://hubslide.com/chema-alonso/defcon-21-fear-the-evil-foca-mitm-attacks-using-ipv6-s56d4bd2f8d070ead0e63bd79.html




We know where you are!

* In a new tab, log in to your gmail account
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eecoo N Telenor = 18:50

£ Settings Privacy

d

Location Services
Contacts
Calendars
Reminders
Photos

Bluetooth Sharing
Microphone
Camera

Health

HomekKit

Media Library

Motion & Fitness

7 56 %M )

As applications request access to your data, they will be
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{ Privacy  Location Services
TripAdvisor 7
Twitter

Uber

Vivino

Wallet

Weather

D)

Wi-Fi SweetSpots

G

System Services

7 56 %M )
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{ Location Services System Services

VIOTIONM Tahieration & LISTaRce 7

-
Safari & Spotlight Suggestions b
Setting Time Zone -
Share My Location |
Wi-Fi Networking -
Frequent Locations

PRODUCT IMPROVEMENT

Diagnostics & Usage -
Popular Near Me -
Routing & Traffic L &

Improve Maps

About Improve Maps & Privacy...

7 56 % )
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( System Services Frequent Locations

Frequent Locations L &

Allow your iPhone to learn places you frequently visit in
order to provide useful location-related information.

HISTORY

Nesoddtangen, Akershus
6 locations recorded 09/04/16 - 29/05/16

Nesodden, Akershus
2 locations recorded 27/05/16 - 28/05/16

Oslo, Oslo
6 locations recorded 11/04/16 - 26/05/16

Venice, Veneto
12 locations recorded 21/05/16 - 25/05/16

Italy and The Netherlands
3 locations recorded 11/04/16 - 23/05/16

Clear History...
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¢ Back Italy and The Netherlands
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Gedempte Zuiderdiep
5 visits recorded since 11 April 2016

Fondamenta Daniele Manin
2 visits recorded since 23 May 2016

Piazzale de la Colonna
1 visit recorded since 23 May 2016
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{ Frequent Locations Nesoddtangen
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Home
60 visits recorded since 9 April 2016

Fjordvangveien
8 visits recorded since 15 April 2016

Bergtunveien
7 visits recorded since 19 April 2016

Vestvelen
5 visits recorded since 15 April 2016
Sjolies vei
4 visits recorded since 22 April 2016

Kongleveien
3 visits recorded since 16 April 2016
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£ Frequent Locations Venice

~
Via Triestin (l',_;?
Venice Marco
z ¢ Polo Airport
°¢ SS14 || (VCE)
e 1
2 3
\ia one®
(SR11/BEPEN
b )~
N/ ( )

Calle del Campanel detta Civran o Grimani
12 visits recorded since 21 May 2016

Campo Rialto Novo
8 visits recorded since 21 May 2016

Calle de la Madona
7 visits recorded since 22 May 2016

Corte del Fontego
7 visits recorded since 21 May 2016

Sotoportego del Stramazzer o Sernagiotto
3 visits recorded since 23 May 2016

Fondamenta Minotto
2 visits recorded since 24 May 2016
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09:45 -10:00
25/05/16

22:15 - 09:15
24/05/16 - 25/05/16

15:30 - 17:45
24/05/16

22:45 - 09:30
23/05/16 - 24/05/16

18:30 - 20:00
23/05/16

09:45 -10:15
23/05/16
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Question







exiftool -gpsposition where_is_this.jpg




S Camplello Maddalena, 2157, 30121 Venezia, Italy X
: il Camposam iero~ | | | Latitude: 45.442828 | Longitude: 12.331633

Get Altitude

\ ips "’::

Map data ©2016 Google Termsof Use Reporta



Metadedopeva

 Normally in all electronic files
 Try togoogle yourself
e Quickdemo




A fictive scenario

Interpol contacted Mr. H. Acker
Prevent a killing
After the hunt for S. Niper for 2 years

Intelligence reveals a strange message in an
internet forum




Forum message

UGxhY2UGBIFRoZXNzYWxvbmlraQOKSG90ZWwgYm9va2VkOiBFbG
VjdHJhIFBhbGFjZQOKUmM9vbTogMTMzNwOKVGFyZ2V00OiBodHR
wOi8vZm9say51aW8ubm8vYXNiam9ybnQvd2VpcmRfdGV4dAOK
VGItZTogOCBKdWS5IIGFOIDEYLJAWDQpXaGVyZTogVEJE




Results after decoding

Place: Thessaloniki

Hotel booked: Electra Palace

Room: 1337/

Target: http://folk.uio.no/asbjornt/weird text
Time: 10 June at 11.20

Where: TBD




Catching the Sniper

 The Greek Police stormed room 1337
* Sniper escaped-nearly without a trace
e The room was totally empty but for one thing







Analyzing the memory stick

 Wouid you put this usb stick into your laptop?
— Why?
— Why not?




Analyzing
Data

e Lets look at the files on the memory stick..
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ENERV,NIGHT?

THE[BOOGEYMAN CHECKS UNDER HIS/BEDJFOR
CHUCK NORRIS

CUENEIG NIl




Interpol: GOT HIM!




Sum up

Interpol found a strange forum post

We used some techniques to drill down to the
metadata

S. Niper did not think about the metadata
We did!
Google! Bing!




Exiftool
free and relatively simple

exiftool -all:all => read all the tags.
exiftool -all:all= =>remove all the tags
Lots of other tools

Foca (Chema Alonso)
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Slides or Hacked
Your choice ;8-‘1




Contact info

Mail

Twitter: @fuzzerman
Security blog:
Linkedin:

Questions?

http://launchany.com/10-questions-your-api-document-must-answer/

Asbjgrn Reglund Thorsen

23/06/1§ <asbjornt@fsat.no> Twitter: @fuzzerman




