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1. Summary 
A lot of people know that a document may contain information they don't want to share with the 
world. But did you know that metadata in your pictures might have GPS coordinates embedded? Did 
you know that your powerpoint presentation might contain your username, IP addresses and other 
stuff that you might not want to share with the world. It's smart to check what information google, 
bing and others have collected about you and/or your business. It's also smart to have a remove 
metadata strategy so that you have control over your data.  

2. ABOUT THE EXTENDED ABSTRACT 
Each time you upload a picture, office file or something else to the internet, do you know what 
metadata these files contain? Do you wash the files before you upload them? 

 

Google, Bing and other search engines indexes all commonly awailable web site on the internet. This 
presentation will in detail show how a hacker can use these search engines to harvest open data files 
like ppt(x), doc(x), pdf, excel, odt, gif, jpg and a lot of other files. People often do not know or 
think about that all files contain metadata and what information the metadata contains. Metadata 
may contain information like names, usernames, passwords, IP adresses to the internal network, GPS 
data, software versions used to create the document and much more. A hacker can use e.g Google to 
scope searches to pin point certain files from certain companies to harvest information. It is possible 
to automate such searches, and in this talk the presenter will walk you through how to make your 
own tool to harvest data of interest. This talk includes several live demos and will be an eye opener 
for people and/or companies, and will hopefully raise awareness of this topic. This talk is both for 
technical and non technical people. 
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