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National Information Processing Institute

Poland

We are enthusiastic professionals
focused on modern Information
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processes, conduct research in the fields of machine learning, artificial * #\{F
intelligence, big data, and methods of software production.

Big Date’a &
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We utilise databases as well as big data
technologies to persist and process data
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Intelligent Softwaréa,s E
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We utilise artificial intelligence to serve Our information systems offer services that suit to
sophisticated solutions for our clients consumers needs
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Throughout this presentation ...

Goals Election

Results
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RAD-on: Reports, Analyses, Data
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Goals of the service for online election

Establish Ensure Ensure Perform
candidates safety and availability elections and
and voters unambiguity and usability  publish results
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Main processes of online election
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Nomination
of candidates
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Aproval Voting
of voters

Publication of
election
results
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Election - Nomination of candidates
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Results - selected statistics of candidates

477

Total number of candidates

Number of candidates Number of candidates by degrees
600
500
/
400
_Number of
candidates
300 Number of
-candidates
(accumulate)
200
100

0
02 05 08 11 14 17 20 23 26 29 01 04
March 2019 Oate April
m PhD with "habilitation” = Professor

(Jor

8 & www.opi.org.pl




Election - Approval of voters

POLISH SCIEMCE

5 3

Prepare initial Publish initial wetification
list of electorate list of those of voters

\ electnrate/

Initial list of electorate

~

— &

Confirmed voter

RDN

=

Employed b » .
winter on the mF‘pODLy-Eun? ¥ - > o . o
lizt? ez - update N e
—> :— ) Tes - .
x ARRRRED ’y > 4 —}.
An applica:t'ion .

is submitted to
update data

o Mo
[le] -
L
—> &

An application is
subrnitted to be added
to the electorate

Verification of voters

Data update by

IMSTITUTION

I,

d b—

verification of
applications by
HELPDESK

Voter is added
to electoral roll

Application
accepted?

Data update by
HELPDESE.

i
-l —
. (LANL]

Reject the
application

Electoral rall
is published

User notified about
rejection of application

Publication of the
electoral roll

& www.opi.org.pl



Results - selected statistics of voters

28 721

Number of people eligible to vote

Number of people eligible to vote by degrees Number of people eligible to vote by age
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Election - Voting
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Election - Balance between security and availability

« Each voter receives an e-mail containing a URL address with a unique token,
allowing access to his or her voting card.

* |n order to vote, a voter had to have access to his or her email account. In
addition, after activating the personal URL, it was necessary to provide some
personal data.

« A Dblind signature is applied to enclose a ballot - it ensures voting privacy.

* Aservice does not log which user voted for which candidate at any point in
the process.

* The transmission between a client machine and the voting server is
encrypted
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Results - selected statistics of votes

Voter turnout
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Results - selected statistics of votes

Number of voters Valid votes

17 274

44 383 28 721

Number of eligible to vote

Each voter can vote in one or
two disciplines.

Voter turnout [%]
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Conclusions

1. The e-voting service was designed to support online elections for the council of
scientific excellence in Poland in 2019.

2. Three phases of online voting: (i) candidate nomination; (ii) voter verification; and (iii)
voting, which includes ballot distribution and verification of results.

3. The architecture and processes of the service focused on accessibility for users to the
same extent as the security of voting to involve as many people.

4. Challenges:
 Possible one case of unauthorised access to a ballot;
e Verification of nominees should be more automated than it was.

5. The election was successful — the results were announced on 24th May 2019. The
scientific council was elected.
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Thank you for your attention

rad N | raporty | analizy | dane ZALOGUJ SIE

BAZAWIEDZY RAPORTY API O NAS

Poznaj nauke 1 szkolnictwo wyzsze w Polsce

Wszystkie kategorie

Wybory do Rady Doskonatosci Naukowe;j

Zapraszamy do udziatu w wyborach do Rady Doskonatosci Naukowej. Gtosowanie odbywa sie
wytacznie poprzez elektroniczny system wyborczy i trwa od 12 kwietnia 2019 od godz. 6:00

do 30 kwietnia 2019 do godz. 23:59. PRZEJDZ DO SYSTEMU WYBORCZEGO

Jarostaw Protasiewicz, jaroslaw.protasiewicz@opi.org.pl
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