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eIDAS 1 limitations

• eIDAS 1: inherent limitations to the public sector; limited possibilities 
and complexity for online private providers to connect to the system; 
insufficient availability of notified eID solutions in all Member States; lack 
of flexibility to support a variety of use cases

• Identity solutions falling outside the scope of eIDAS (social media 
providers and financial institutions), raise privacy and data protection 
concerns, and do not have cross-border recognition

• eIDAS review started by end of 2021 

eIDAS



eIDAS review highlights (I)
• Extends beyond identity, introducing electronic attestation of attributes (EAA)

• Public and private sector. Natural and legal persons.

• All MS are mandated to issue European Digital Identity Wallet (EUDIW) including Personal 
Identification Data (PID)

• That these solutions are linked to a variety of attributes and allow for the targeted sharing of 
identity data limited to the needs of the specific service requested.

• The user shall be in full control of their identity(es) and data. 

• The issuer shall not collect information about the usage

• Obligation of admission 
• by public sector entities and by private providers (in the areas of transport, energy, 

banking and financial services, social security, health, drinking water, postal services, 
digital infrastructure, education or telecommunications).

• by very large online platforms that require authentication.



eIDAS review highlights (II)
• Cross border recognition principle: 

• A qualified electronic attestation of attributes issued in one Member State shall be 
recognised as a qualified electronic attestation of attributes in any other Member State.

• An attestation of attributes issued by or on behalf of a public sector body responsible for 
an authentic source shall be recognised as an attestation of attributes issued by or on 
behalf of a public sector body responsible for an authentic source in all Member States.

• Member States shall ensure that, at least for the attributes listed in Annex VI, wherever 
these attributes rely on authentic sources within the public sector, measures are taken to 
allow qualified providers of electronic attestations of attributes to verify by electronic means 
at the request of the user, the authenticity of the attribute directly against the relevant 
authentic source at national level or via designated intermediaries recognised at national 
level in accordance with national or Union law.

• Annex VI attributes: Address; Age; Gender; Civil status; Family composition; Nationality; 
Educational qualifications, titles and licenses; Professional qualifications, titles and licenses; 
Public permits and licenses; Financial and company data.



eIDAS review: Two key elements
• Architecture Reference Framework (ARF)

• Set of actors, roles, processes and procedures to define a trust framework for 
a sectorial domain

• 3 key roles (for HEIs): authentic source, issuer of electronic attestations of 
attributes, issuer of qualified electronic attestations of attributes

• European Digital Identity Wallet
• Personal Identification Data
• Electronic Attestations of Attributes



What really matters are the trust frameworks

• Governance trust model for education and 
professional qualifications
• One jurisdiction
• Several jurisdiction domains
• How existing trust frameworks will be mapped 

on a Decentralized paradigm? (e.g. 
MyAcademicID)

• How different types of educational 
institutions are recognized as such in each 
MS?

• What unique schemes will be used to ensure 
real cross-border interoperability? 

• What security procedures/schemes apply?
• What quality assurance regimes apply?
• How existing regulation must be evolved?

• What technical conditions must be in place?
• How data must be curated?
• What are the conditions for an educational 

institution to be an authentic source?
• What type of agreements/contracts must be 

in place for an authentic source to contract a 
provider of EAAs?

• What are the conditions for an educational 
institution to be a provider of EAAs?

• What are the conditions for an educational 
institution to be a provider of QEAAs?

• What are the legal and technical conditions 
for verifiable credentials?

(non exhaustive list)



eIDAS review: an iterative process



Large Scale Pilots



DC4EU



DC4EU foundation
Verifiable credentials, European self-sovereign identity framework, 
electronic ledger (as defined by EBSI)



DC4EU domains



DC4EU impact (education)



DC4EU impact (education)

• ELMO to ELM converter
• Open Badges to ELM converter
• eduGAIN gateway
• EMREX gateway
• Erasmus gateway
• eIDAS gateway
• Europass & EDC alignment



Challenges for universities (educational institutions)

1. Universities as authentic sources and issuers of (Qualified) Electronic 
Attestations of Attributes ó The autonomous university

2. Universities as authentic sources ó Must give access to certified 
issuers of (Qualified) Electronic Attestations of Attributes

3. NRENs on behalf of universities ó The perfect alliance?
a) NREN as an authentic source on behalf of the universities
b) NREN as a trusted issuer of electronic attestations of attributes on behalf of 

the universities
c) NREN as a qualified trusted issuer of electronic attestations of attributes on 

behalf of the universities
d) …
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