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Maturity and Deployment Indices
EDUCAUSE self-assessment tools
EDUCAUSE benchmarking tools

CDS Reporting

New EDUCAUSE Benchmarking Service




Measure the capabillity to deliver IT
services and applications in a given aread

Examine mulfiple dimensions
Culture
Process
Expertise
Investment
Governance
Not just technical dimensions



Deployment Indices

© Measure stages of deployment for
specific fechnologies and services

© Aggregated to track progress in @
domain
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EDUCAUSE Self-Assessment Tools

® Lemcces Rating System

® Informa’nonkgun’rv Program Assessment

- ECAR Maturity Indices
> E-learning



http://www.educause.edu/eli/initiatives/learning-space-rating-system
http://www.educause.edu/library/resources/information-security-program-assessment-tool
http://www.educause.edu/library/resources/state-e-learning-higher-education-eye-toward-growth-and-increased-access
http://www.educause.edu/library/resources/state-e-learning-higher-education-eye-toward-growth-and-increased-access
http://www.educause.edu/library/resources/state-e-learning-higher-education-eye-toward-growth-and-increased-access
http://www.educause.edu/library/resources/2012-ecar-study-analytics-higher-education
http://www.educause.edu/library/resources/research-computing-enabling-role-information-technology
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Analytics Maturity Index

Data/Reporting/Tools
1. Ouwr data are of the right quality/are chean, *

Strongly Agres

2. W hawve the right kinds of data. *

Strangly Agres

EDUCAUSE



http://www.educause.edu/ecar/research-publications/ecar-analytics-maturity-index-higher-education
http://www.educause.edu/ecar/research-publications/ecar-analytics-maturity-index-higher-education

EDUCAUSE CENTER FOR ANALYSIS AND RESEARCH

Analytics Maturity Index

Your Results

PRINT OUT, COPY, OR SAVE THIS PAGE SO THAT YOU CAN HAVE A COPY OF YOUR RESULTS

GOVERNANCE/
INFRASTRUCTURE



http://www.educause.edu/ecar/research-publications/ecar-analytics-maturity-index-higher-education
http://www.educause.edu/ecar/research-publications/ecar-analytics-maturity-index-higher-education
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Data/Reportit

1. Ouwer data are of t#

Strangly Agre

Mautral

Strangly Disay

2. Wi hava the righ

Strangly Agre:

Meutral

Strongly Disag

Analytics Maturity Index I

Your Results

PRINT OUT, COPY, OR SAVE THIS

INVESTME

Interpreting your score:
Undeveloped 1 2 3 5 Mature
(Emerging) (@ ® ® ® @® (Transforming)
Getting to the next step:

Note the scores for each of the analytics faciors, Which ones are relatively ker? Want to advance analytics at your institution? Take the
following staps.

Data/Reporting/Tools

(3]

* Work on collecting the right data to answer strategic questions.

* improve data cleaniness, accessibiity, and qualty.

* Work on standardizing data 10 support comparisons inter- and intra-instituionally

« Develop a course of action for obtaining and maintaining the right analytics tocls for your institutonal needs.
« Ensure reports are in the right format to inform decisions.

« Develop practices that make data collection and reporting repeatable

» Develop practices that eliminate, phase out, or update data and reports that are no longer valuable.

Governance/infrastructure
o

» Develop security policies and practices that safeguard data for analytics,

* Dovelop policies regarding access 1o institutional and individual data, including IRB policies
« Develop and maintain the capacity 1o store, manage, and analyze large volumes of data. Plan for future expansion.
» Create policies that decrease or eliminate data protection or siloing by pockets of individuals.

» Build on the number of IT professionals at your institution who have the right training to support analytics


http://www.educause.edu/ecar/research-publications/ecar-analytics-maturity-index-higher-education
http://www.educause.edu/ecar/research-publications/ecar-analytics-maturity-index-higher-education

IT financial, staffing, and services

Over 800 participating institutions

Access to identifiable data for custom peer
grouping

Student and faculty tech experiences and
expectations

Access To institution’s raw data and
benchmarking reports (broad peer groups)


http://www.educause.edu/coredata
http://www.educause.edu/ecar/about-ecar/technology-research-academic-community
http://www.educause.edu/ecar/about-ecar/technology-research-academic-community

E-learning

Analyfics

Research computing
Information security

Student success technologies
IT governance

IT risk management

Culture of innovation



Q7. Analytics Maturity (New in 2014)
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All eligible institutions

*Global Complexity Index
can help users build peer
groups
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Q7. Analytics Maturity (New in 2014)
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3.8) Information Security Deployment Detail

Secure remabe access

Malhware protection

Network filtering

Scanning tools for private/protected information
Security information and event managemsent
Log management

Secure wireless acoess

Endipoint configuration management
Wulnerability assessment todls

Hast based intrusion detection system
Network intrusion detection system
Endpnint encrypticon for sensitive data

Hiast barsed intrusion prevertion system
Netwark Intrusion prevention system
Penetration testing tools

Metwork acoess control system

Data loss prevention

B Prototype University
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informartion Seourity Matarity & Deployment: Prototype University CONFIDENTIAL: DO NOT DISTRIBUTE

2.B) Information Security Dimension Scores with Peer Comparison

‘ Jef0rmation Seourty Maturny & Degloyment: Prosotype ety CONNOINTIAL 0O NOT DETRESUTE




Secure remote ACOEss

Malware protection

Network Fitering

Scanning tools for private/protected infoemation
Security information and event management
Log management

Secure wineleis acoess

Endpoint configuration management
Yulnerability assessment tools

Host based intrusion detection system
Metwork Intrusion detection system
Endpoint encryption for sensithve data

Hist based intrusion prevenition system
Wetwork Intrusion prevention system

HTHTTTTI

Fenatration testing tools

Metwark acoess control system
[Data loss prevention

B Prototype University

2.B) Information

Securlty

3. Data Security and Data Management Processes

Item (3 = Absent/Ad hoe, 5 = Op

Overall Means

[ 5] We Bave procedures ang technologes i
place %0 protect senstive data from unauthorized
L83 20 Lamparing

Your inatitytion has procedures and technclioghes In place)
B0 protect senstive data from unauthorized access and
merag

(3.3) We classdy data to indicate the appropriate

Data classfication. Determing claasfication levels for
Jrstnusonal data dased on the crmicaiity and risk leveds off
Ehe data. Yo take a rak-based approach to data
protection, one must Aint dhtinguish the senstivity
between different resowrces. Add tha information to the
A T

A) We Aave standands for solating semstive
2 1o provect & from unawtharized access and
ok

Pats protecton standards. [stadiah common,
yepeatable best practices for isolating semsive data to
MSELIE from worvibocied dicess aod Lanpering

1) We have 2 process for idenolying and

20

ER

28

sk assessment. Develop of improve processes for
Joentityng and assessing reasonably fovesecable intermal
ped extornal risks 1o the tecurity, confidensality,
Jntegrity, or availabinty of records contalning sensitive
Jrdormation. Risk assessment should identify, quantrly,
Rnd prionitize raks againt criteria for risk acceptance and

phiectives relevant i the organitation. Consider all risk
Puotiments incloding thote that may be performed by

[ I Prototype University significantly
above peers

D Prototype University significantly

below peers
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