Using Bencheit for cybersecurity economics
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Economics of cybersecurity

* Incentives and market failures: HEI use 18% of their Business Application
spending on Teaching, alas students and academic staff use a lot of "free
software”. Is "free” secure? And who pays for security breach?

* The power of incentives: Who is buying a Business Application and who is
responsible for IT-security

« Asymmetric information: Firms have insight in level of security and flaws in
their products, HEI and students have not.

- Externalities. One HEI's cybersecurity investment can affect other HEI. If uni X
have unsecure services and user behavior, these can negative effect other HEI.
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3 variables: security costs, security level and
security benefits

« Cost of security appears to be the most straightforward variable to measure.

« Direct costs include purchasing, installing, and administering security measures.
Think of acquiring products such as firewalls and antivirus software, but also of
user training, awareness campaigns or staffing an incident response team.

 Indirect costs: implementing a strong password policy can affect system
employee morale.

« Security level: User awereness, phished credentials

« Security benefits: possible research, funding req. and trust from community
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Security as a function of the economic activity in
the core business.

« HEI have fixed costs which are independent of the core business activity,
for instance, acquiring new firewalls.

« HEI have variable costs; these grow proportionality to the activity, like the
cost of distributing security tokens or number of students on LMS

« |SPs are not obliged to act on naotifications that their customers are
infected with malware
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Gordon-Loeb Model*

* (1) Estimate the value/ the potential loss for each information set in the
organization; eg the institutions mailsystem.

« (2) to estimate the probability that an information set will be breached
based on the information set’s vulnerability; (user lured by spearphishing)

* (3) to create a grid of all possible combinations of steps 1 and 2 above

* (4) to derive the level of cybersecurity investment by allocating funds to
protect the information sets, subject to the constraint that the incremental
benefits from additional investments exceed (or are at least equal to) the
incremental costs of the investment.

*Gordon, L.A. and Loeb, M.P. (2002) The Economics of Information Security Investment. ACM Transactions on Information and System Security, 5, 438-457



1 Estimate value from cost of Buisness applications
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Hardware Software Facilities Outsourcing Other acc. }
Help texts Grand total (EURO) (EURO) staff (EURO) (EURO)  (EURO) | group (EURO) | Staff FTE
; ) 62.739.084  16.901.341 8.190.124  18.448.350 1.530.042  8.191.682 9.477.544| 277,6
Service Sub Service EOrganisation Level | i |
Other centralised :::';"'"8‘ ERF, TTveT oS TnaTagemant | 303.280 106.312 | 100.911 87.058
Distributed , 15.625 817, 13.875 933 1 02
Unspecified org.level | | { | |
'Human resources {Human resources IT systems. (Payroll | 605.552  15.826 69.001 165.418 10.732 215.714, 128860 23 |
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Other centralised | -recruiting etc) 145.210 15.812) 69.001 | | 60.397
Distbuted 6.636 | 6.170, 267 01
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2 Estimate propability of breach/ level of security

* In the Nordic region 11 of 70 HEI 1n 2020/1 was attacked by TA047 (Silent
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Create a grid for possible outcomes for 1 & 2

Value of information sets in mill. euro

Low Medium Hbgh
10 20 30 40 50
20% 9 4 6 8 10
3
—E‘ 40% 4 8 12 16 20
3
g 60% | 6 12 18 24 30
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GL rule that the optimum investment is less than 37% of the expected loss. If the potential loss for your HEI is 50 mill euro for
your mailsystem is hacked, do not spend more then 40 mill. You will overspend on this item.
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4 Derive the level of cybersecurity investment by
allocating funds. Bencheit: Subservice IT security

Nordic HEI

Norway (N=5) Sweden (N=2) Finland (N=16) Denmark (N=4)

m [T security staff (FTE) m % of budget spent on IT security



The security level

« Security level can have deterministic and stochastic indicators.

« Stochastic indicators are able to capture uncertainty produced by the
attacker behavior, while deterministic don’'t. For example, deterministic
indicators include patch level, existence of intrusion detection systems,
whether virus scanners are in place, etc.

« Stochastic indicators are the incidents reported by intrusion detection
systems or phishinattack

« Within Benchheit we can find these numbers on security level
Do you have a ISO/IEC 27001 Information security management implemented (ISMS) in your organisation?
Yes 14 38 %
No 23 62 %
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Benefits of security.

« We can estimate the security benefits as the reduction of losses that would have
been incurred in the absence of security. However, this reduction could be due
to a change in the attacker’s behavior rather than due to the deployed security
measures.

-  Will TA47change, many swedich HEI are attacked, but no Finish. Is this due to
spending on IT security in finish HElI and security level?

« There is no correlation on this from Bencheit. Further investigation is needed

« Immediate financial impact of compromise mailsystem due to TA047 attack can
be hard due to the random nature of losses and the same time raise some
questions like “What are the right security measures to implement?”
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UCL: 2020-2017

. Other . Other
: z | ac § : z - ac
Hardwar Software %Faclltlcsgomsourc} group Hardware Softvnro ;FacllﬂcsEOuuourdg group |
2020 Grandtotal | ©(DKK) ~(DKK)  Staff (DKK)  (DKK) ing(DKK) (DKK) |staffrre 2017 Grandtotal| (DKK) ~ (DKK) Staff(DKK) ~(DKK) ~ ng(DKK)  (DKK) |staffFTE
0 Grandtotd  47.613.180(6.328.0008.434.500 22.562.000, 0/9.685.680 603.000( 42,5 0 Grand tota 28.251.059] 8.230.0001.995.500' 13.647.559, 0/ 4.428.000 0 235
Service  Sub ServicOrganisat 5 { ! Service  Sub Servic Organisat | i |
Infrastructure 7.022.000|1.650.000 730.000  4.642.000 0 0 0| 80 Infrastructure 15.361.500 6.630.000 1.695.500  3.158.000 0 3.878.000 o 60
Workstations 9.650.000(3.372.000/5.728.000,  550.000 0 0 of 10 Workstations 2.400.000] 1.600.000. 300.000.  500.000. 0 0 of 10
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