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•Data are assets

•Data classification
• Part of data management and asset management

•Data classification tool
• Helps to understand the data
• Assess their sensitivity and criticality
• Estimate the risks of putting data into a cloud

•Link: 
https://clouds.geant.org/data-classification-for-cloud-services/
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Risk assesment
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LOW RISK

Data for public use

Loss of confidentiality, 
integrity, or availability of 
the data or system has no 
significant impact

MEDIUM RISK

Personal data

Data is not generally 
available to the public

Loss of the data could have 
a mildly adverse impact

HIGH RISK

Sensitive personal data

Confidential data

Loss of the data could have 
a significant adverse 
impact
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• Best Practice Document
Guidelines for Classification of Information, UNITETT, 2013
• Recommendation on how to classify information
• Examples of how information objects can be classified
• References to relevant standards, laws and regulations

(Data privacy act, Freedom of Information Act, 
Public Administration Act)

Data classification

4     |



www.geant.org

• Confidentiality
• 1 - Open,  2 - Restricted,  3 - Confidential

• Integrity
• 1 - Low, 2 - Medium, 3 - High

• Accessibility
• 1 - Low, 2 - Medium, 3 - High

• Storage Period
• 1 - Temporary, 2 - Fixed, 3 - Variable, 4 - Permanent

• Storage Location 
• 1 - Any, 2 - EU, 3 – National

• Disposal rules

• 1 - Low, 2 - Medium, 3 - High

Data classes relevant to security
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•Excel file (downloadable)

• Set of questions

• Formulas to map answers into classes

Data classes relevant to security
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Thank you 
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Any questions?
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