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Cloud Risks
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It will be cloudy! ... soon

 What to put on the
cloud?

« If there is a risk, what
is the level?

« What risk can we bear
or may we take?
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Environment of higher Education

We may asume following scenarios:

e Virtual lectures, webinars, courses (fully, partially or not public)

e Meetings with internal and external participiants

e Data storage (typically services like, drop box, onedrive, nextcloud, ...)
e Software as a Service (SaaS), Applications (and databases) in the cloud

e Integrated solutions like Office 365, book keeping, IT-Administration, CRM, etc.
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Risks

influencing

e Depending of the extent we use cloud services, the risk of a data protection or
information security violation increase.

e The more IT-services we move to the cloud, the more potential is given

Risks

e The most serious consequences for the protection of personal data are
consequences for life and limb (e. g. through discrimination)

e Loss of confidentiality of secrecies

e Loss of integrity (research, marks, identity theft, etc.),
e Loss of availability (lectures, results, etc.)

e Loss of control and economic disadvantages

e Loss of exercising rights and freedoms



e

consequences for life 1
and limb

Identity theft 3 3 3 3 3

Loss of control and
economic disadvantages 2 2 3 3 3
(for persons)

Loss of exercising rights
and freedoms 2 2 2 2 2
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Impact and need for
protection

webinar Meeting storage Saas int. Solutions



Paper available (in german)

https://www.zki.de/fileadmin/user_upload/Downloads/Ergebnisbericht-ZKIKommission_final.pdf
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Thank you for your attention!

Christian.Foetinger@HS-Augsburg.de
Tel.: +49 (0)821 55 86 - 3585

22.07.2022 9



