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Initial situation

• Problem: Unregulated use of generative AI 

• Confidential information could be shared with not GDPR compliant service providers

• Solution: Provide GDPR compliant access to generative AI with RWTH terms of use

• Requirements:

• Data remain on trusted servers in europe

• Prompts and completions are not used to improve models

• Budget control

• Choice of different LLMs
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RWTHgpt architecture

RWTHgpt - simplified system architecture
On premises
• Authentication via RWTH SSO (SAML)

• Anonymized against Azure 
• Chat history
• Customizable budgets
• Customizable limits (Token / Prompt)
• Individual budgets, limits, system prompt per 

role / group / project / …
• RWTH UI

Azure
• Multiple LLMs hosted in Europe (Azure)
• Abuse Monitoring

• Prompts stored for 30 days
• Prompts not used to improve LLMs or any 

3rd party services
• Encrypted communication via SSL
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Go Live

Go Live (July 2024)
• RWTH Employees (approx. 10000)
• Staged roll out over 2 weeks
• Limits: 

• GPT-3.5t: 1000 prompts per hour
• Menatime replaced by GPT-4o-mini

• GPT-4o: 100 prompts per hour
• Max context length 128000 tokens (4096 completion)

Infrastructure 
• 4 Application Server (VM - Windows Server 2019) 

• 16 GB RAM
• 4 vCPUs
• 100 GB Storage

• MongoDB Cluster
• FileServer

Application features
• Textgeneration, summarization, translation
• Question and answer
• Chat with text documents
• Image processing
• Prompt editing
• Chat history
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Stats

Avg daily costs per user
• 0,12 €

Avg daily max per user
• 4,15 €

Avg prompt length
• 2256 tokens

Avg max prompt length
• 43364 tokens
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Next steps

Onboarding students (November 2024)
• Seperate budget and accounting
• Limits on weekly token usage

Additional Models 
• GPT-o1
• OpenSource Models (Llama, Mixtral,…)

KI:connect.nrw
• Statewide service for universities
• Additional features:

• Login through DFN-AAI (SAML)
• Themeable UI
• Retrieval Augmented Generation (RAG)
• Integration of open source LLMs
• APIs for applications
• OpenSource Repository (local installations)
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Lessons learned

• Users still don‘t understand how generative AI works and what they can and cannot expect

• Optimize the system-prompt 

• Offer prompt training courses 

Google search results

ChatGPT answer



Thank you very much
for your attention
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KI:connect.nrw


